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LETTER FROM EXECUTIVE BOARD 
 

From the Desk of the Bureau 

 

Honourable Member State Representatives, 

 

On behalf of the Bureau, I would like to welcome you to the United Nations Security Council. 

The agenda item for this session is a critical one—Strengthening International Efforts to 

Prevent and Respond to Cyber Security Threats. In our increasingly digital world, these threats 

pose significant challenges to global security and stability. As representatives, it is imperative 

that we develop a nuanced understanding of each concept to address them effectively. We often 

witness the consequences of cyber attacks through media reports, yet we might overlook the 

complexities behind these incidents.  

As we delve into these topics, I urge you to consider: How do we draw the line between these 

activities? What legal and ethical frameworks should guide our responses? Is it time for an 

international treaty to address these distinctions, and how should the international community 

collaborate to prevent such threats?  This reflects the complexity and responsibility we hold as 

we navigate these pressing issues. During our deliberations, we aim to learn, engage, and 

propose solutions that uphold international peace and security. Your contributions are vital to 

achieving a comprehensive understanding and establishing concrete measures. 

Please note the following instructions as you prepare for the conference: 

1. Study Guide Review: It is advised that you thoroughly read the background guide provided. 

This guide is designed to clarify various aspects of the agenda and direct your research. 

However, it is not the ultimate source of information. We strongly recommend conducting 

independent research to explore the intricate details of cyber threats. 

2. Rules of Procedure: We will follow the UNA-USA rules of procedure in this committee. If 

you are not familiar with these rules, please review them before the committee begins. The 

Executive Board is committed to ensuring that first-timers understand the rules of procedure, 

the council’s operations, and the agenda comprehensively. 



 

3. Research Approach: Approach the agenda with an open, curious, and creative mind. 

Consider how to effectively apply your research to propose viable solutions. Be informed about 

your assigned country’s foreign and domestic policies, and engage with various perspectives. 

I wish you all the best in your preparations. Should you have any questions or require 

assistance, please do not hesitate to contact me at vedprasaddon@kleschool.com. Your active 

participation is key to the success of this conference. 

 

Warm regards, 

 

Ved Prasad Dongaonkar  

    UNSC Chairperson 
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INTRODUCTION 

 

Cybersecurity threats have emerged as one of the most significant challenges in the digital age, 

affecting governments, corporations, and individuals globally. The increasing reliance on 

digital networks for communication, financial transactions, and critical infrastructure has made 

cyberattacks a potent tool for disrupting societies and economies. Cyber threats range from 

criminal activities such as data theft and ransomware to politically motivated attacks that target 

national security infrastructure, destabilize governments, and influence elections. These threats 

are often transnational, as cybercriminals and state actors can operate across borders with 

anonymity, complicating efforts to trace and counter them. 

The complexity of cybersecurity threats has grown with advancements in technology, including 

artificial intelligence, the Internet of Things (IoT), and 5G networks, all of which expand the 

potential attack surface. Critical sectors like healthcare, energy, transportation, and finance are 

particularly vulnerable, where breaches can result in catastrophic outcomes, from financial 

losses to disruptions in essential services. Moreover, attacks on personal data and intellectual 

property have far-reaching implications, impacting individual privacy and global innovation. 

International organizations and national governments have recognized the urgent need to 

address these threats. However, the lack of universally agreed-upon definitions and norms in 

cybersecurity complicates collaboration between nations. Additionally, geopolitical tensions 

contribute to divergent approaches in how different states handle cybersecurity issues, with 

some nations accused of using cyberattacks as a tool of foreign policy or espionage. 

Furthermore, the attribution of cyberattacks is notoriously difficult, often leading to uncertainty 

regarding the identity of attackers. This uncertainty hampers the ability of international actors 

to respond decisively, either through diplomatic channels or legal mechanisms. As a result, the 

global community faces challenges in holding perpetrators accountable and preventing further 

attacks. Despite widespread acknowledgment of the growing risks, the global response remains 

fragmented, highlighting the need for comprehensive strategies that address the evolving nature 

of cyber threats. 

Several significant cyberattacks have shown how the lack of proper response and coordination 

in cybersecurity can lead to serious financial losses, disruptions, and even risks to human lives. 

These examples highlight the real-world impact of cyberattacks when they go unchecked. 



 

 

1. WannaCry Ransomware Attack (2017):   

WannaCry was a major ransomware attack that took advantage of weaknesses in older 

Windows systems. It spread quickly around the world, affecting over 200,000 computers in 

more than 150 countries. The attack hit hospitals, businesses, and government institutions, with 

the UK’s National Health Service (NHS) being one of the hardest hit. Many hospitals lost 

access to important patient data, causing delays in surgeries and medical treatments. The 

estimated financial damage from WannaCry ranged between $4 to $8 billion globally. The rapid 

spread of this attack was made worse by the lack of international cooperation and readiness to 

fix software vulnerabilities. 

2. NotPetya Attack (2017):   

NotPetya was a malware attack that appeared to be ransomware but was actually designed to 

destroy data. It targeted Ukrainian businesses but quickly spread across global networks, 

impacting companies worldwide. For example, Maersk, a global shipping company, reported 

up to $300 million in losses due to system failures that disrupted global trade. The 

pharmaceutical company Merck also suffered similar financial damage. NotPetya was likely a 

state-sponsored attack aimed at harming Ukraine’s infrastructure, but its international impact 

highlighted the weaknesses in global cybersecurity responses. 

3. SolarWinds Supply Chain Attack (2020):   

In the SolarWinds attack, hackers infiltrated a widely used software platform, allowing them 

to access the networks of numerous U.S. federal agencies and private companies. The breach 

went unnoticed for months, potentially exposing sensitive data from government departments 

such as the Department of Homeland Security and the Pentagon. The financial and security 

costs of addressing this breach have been huge, with billions spent on investigating the attack 

and improving cybersecurity. This attack showed the vulnerability of supply chains and the 

lack of global coordination to respond to such sophisticated threats. 

4. Colonial Pipeline Attack (2021):   

The Colonial Pipeline, a major supplier of fuel to the U.S. East Coast, was targeted by a 

ransomware attack that forced the company to shut down its operations temporarily. This led 

to fuel shortages, panic buying, and increased gas prices across the region. The company paid 



 

$4.4 million in ransom to regain control of its systems, although part of the ransom was later 

recovered by law enforcement. This attack revealed how vulnerable critical infrastructure is to 

cyberattacks and how disruptions to these systems can affect millions of people. 

5. Target Data Breach (2013):   

Hackers gained access to Target’s systems by using the credentials of a third-party vendor, 

resulting in the theft of credit card and personal information from over 40 million customers. 

The breach cost Target $162 million in settlements and legal fees, along with a loss of consumer 

trust. The attack showed how insufficient cybersecurity measures, particularly when dealing 

with external vendors, can result in significant financial losses and damage to a company’s 

reputation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

CURRENT LEGAL SYSTEMS 
 

Several international systems and frameworks have been established to address cyberattacks 

and enhance global cybersecurity. However, many of these systems face challenges related to 

coordination, enforcement, and jurisdiction, which limit their effectiveness in responding to 

the growing threat of cyberattacks. Below are some key systems currently in place, along with 

their limitations. 

+ 

1. United Nations Group of Governmental Experts (UN GGE):   

The UN GGE is a platform under the United Nations that brings together cybersecurity experts 

from different countries to develop norms of responsible state behavior in cyberspace. While 

the group has made progress in proposing voluntary norms, such as refraining from attacks on 

critical infrastructure during peacetime, its recommendations are non-binding. The lack of an 

enforcement mechanism and the absence of consensus on key issues among member states, 

particularly between Western nations and countries like Russia and China, hampers the group’s 

effectiveness. This limits its ability to hold nations accountable for cyberattacks or ensure 

global adherence to its guidelines. 

2. Budapest Convention on Cybercrime:   

The Budapest Convention, established by the Council of Europe, is the only binding 

international treaty specifically focused on cybercrime. It sets out a framework for national 

laws, international cooperation, and procedural tools to combat cybercrime. However, its reach 

is limited, as major cyber powers such as Russia and China have not signed the convention. 

This creates a gap in global jurisdiction, as many cybercriminals operate from non-signatory 

countries, where they are protected by lack of extradition agreements or conflicting national 

laws. The convention’s effectiveness is further weakened by differing legal frameworks and 

inconsistent implementation across signatory states. 

 

 

 



 

3. European Union General Data Protection Regulation (GDPR):   

The GDPR is a comprehensive data protection law that aims to safeguard personal data and 

impose strict obligations on organizations regarding data security. While the regulation 

includes provisions for reporting data breaches and imposes hefty fines for non-compliance, its 

scope is limited to the European Union and companies operating within it. This geographic 

limitation reduces its global impact, particularly when dealing with cyberattacks that originate 

outside of the EU. Furthermore, the GDPR focuses primarily on data protection rather than 

broader cybersecurity concerns, leaving gaps in dealing with state-sponsored cyberattacks or 

attacks on critical infrastructure. 

4. wwwwwwwwwwwwwwwwNATO Cyber Defence Policy:   

NATO has recognized cyberattacks as a serious threat to the security of its member states and 

has developed a comprehensive Cyber Defence Policy. The policy allows for the invocation of 

Article 5, which treats a cyberattack as an attack on all NATO members, potentially leading to 

a collective military response. However, the policy has limitations in its practical application. 

Determining attribution for cyberattacks is often difficult, and without clear evidence of the 

perpetrator, member states may be reluctant to invoke Article 5. Additionally, NATO’s policy 

is restricted to its members, leaving non-member states vulnerable to cyberattacks without 

access to the alliance’s collective defence mechanisms. 

5. Global Forum on Cyber Expertise (GFCE):   

The GFCE is an international platform that focuses on capacity-building and sharing best 

practices in cybersecurity. It brings together governments, private sector companies, and 

international organizations to collaborate on improving global cyber resilience. While the 

forum is effective in fostering cooperation and knowledge-sharing, it lacks enforcement power 

and jurisdiction. Its focus on voluntary cooperation means that it cannot impose obligations on 

states or enforce cybersecurity standards. Additionally, the GFCE primarily addresses capacity-

building, leaving broader issues of cyberattack attribution and state responsibility unaddressed. 

6. Bilateral and Multilateral Agreements:   

Countries have also engaged in bilateral and multilateral agreements to address cybersecurity. 

For example, the U.S. and China reached an agreement in 2015 to refrain from conducting 

economic espionage through cyberattacks. Similarly, there are regional initiatives such as the 

ASEAN Cyber Capacity Program. However, these agreements often lack transparency, are 



 

non-binding, and may not be consistently upheld. The absence of a global enforcement 

mechanism makes it difficult to ensure compliance, and political tensions can lead to the 

breakdown of such agreements. 

7. Interpol Cybercrime Program:   

Interpol plays a significant role in international law enforcement cooperation, including 

tackling cybercrime. Through its Global Complex for Innovation, Interpol supports member 

states in cybercrime investigations and facilitates information-sharing. However, Interpol’s 

ability to address cyberattacks is limited by its reliance on the cooperation of national law 

enforcement agencies. In cases where governments are unwilling or unable to cooperate, or 

where cybercriminals are state-sponsored, Interpol’s efforts may be ineffective. Furthermore, 

differing national laws on cybercrime complicate the process of cross-border law enforcement 

cooperation. 

 

 

 

 

 

 

 

 

 

 

 



 

QUESTIONS A RESOLUTION MUST ANSWER 
 

1. How can countries better define and classify cyber threats?   

2. What international norms or laws should govern state behavior in cyberspace?   

3. How can states improve real-time cooperation and information sharing to prevent 

cyberattacks?   

4. What role should international organizations play in cyber threat prevention and 

response?   

5. How can countries work together to build cybersecurity capacity, especially for 

developing nations?   

6. What legal frameworks should be put in place to address cross-border cybercrime?   

7. How can the international community engage the private sector in combating cyber 

threats?   

8. What measures should be implemented to protect critical infrastructure from 

cyberattacks?   

9. How can the international community establish clear rules on offensive cyber 

capabilities and cyber deterrence?   

10. What sanctions or consequences should be applied to actors responsible for 

cyberattacks?   

 

 

 

 

 

 

 

 

 

 

 

 



 

CONCLUSION 

 

The increasing frequency and sophistication of cyberattacks pose significant threats to national 

and global security, economic stability, and the integrity of critical infrastructure. Strengthening 

international efforts to prevent and respond to cybersecurity threats is essential to effectively 

address these challenges. Current international systems, such as the United Nations Group of 

Governmental Experts and the Budapest Convention, provide frameworks for cooperation and 

norms; however, they often lack the necessary coordination, enforcement mechanisms, and 

jurisdiction to be fully effective.  

A comprehensive resolution must address key questions related to defining cyber threats, 

establishing international norms, enhancing cooperation, and engaging the private sector. By 

identifying the roles of various international organizations and promoting capacity-building 

efforts, especially for developing nations, the global community can create a more resilient 

cybersecurity landscape. Additionally, it is crucial to develop legal frameworks that effectively 

address cross-border cybercrime, protect critical infrastructure, and establish clear rules 

governing offensive cyber operations. 

Overall, addressing the challenges of cybersecurity requires a collaborative and multi-faceted 

approach. By fostering international cooperation, sharing best practices, and ensuring 

accountability for cybercriminals, the global community can enhance its ability to prevent and 

respond to cyber threats. It is imperative for nations to work together in establishing binding 

agreements and fostering trust to build a secure digital environment that can withstand the 

evolving landscape of cyber threats. 

 

 

 

 

 

 

 

 

 

 

 

 



 

REFERENCES AND FURTHER READING 

 

1. UNIDIR Cyber Stability Conference Reports -  https://www.unidir.org/publications    

2. OECD Report on Digital Security Risk Management - https://www.oecd.org/digital/       

3. Global Commission on the Stability of Cyberspace (GCSC) Reports 

https://cyberstability.org/reports/    

4. ENISA Threat Landscape Report  - https://www.enisa.europa.eu/publications    

5. World Economic Forum (WEF) Centre for Cybersecurity  

https://www.weforum.org/centre-for-cybersecurity    

6. Center for Strategic and International Studies (CSIS) – Cybersecurity  

https://www.csis.org/topics/cybersecurity    

7. Council on Foreign Relations (CFR) – Cybersecurity  

https://www.cfr.org/cybersecurity      

8. Cyber Peace Institute - https://cyberpeaceinstitute.org/    

9. Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations  

https://ccdcoe.org/research/tallinn-manual/    

10. International Cybersecurity: Emerging Trends and Implications by Scott J. 

Shackelford https://www.amazon.com/International-Cybersecurity-Emerging-Trends-

Implications/dp/1107129921  

https://www.unidir.org/publications
https://www.oecd.org/digital/
https://cyberstability.org/reports/
https://www.enisa.europa.eu/publications
https://www.weforum.org/centre-for-cybersecurity
https://www.csis.org/topics/cybersecurity
https://www.cfr.org/cybersecurity
https://cyberpeaceinstitute.org/
https://ccdcoe.org/research/tallinn-manual/
https://www.amazon.com/International-Cybersecurity-Emerging-Trends-Implications/dp/1107129921
https://www.amazon.com/International-Cybersecurity-Emerging-Trends-Implications/dp/1107129921

	Letter from Executive Board
	Introduction
	Current Legal Systems
	Questions a Resolution Must Answer
	Conclusion
	References and Further Reading

